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Notices 

Amazon sellers and developers are responsible for making their own independent 

assessment of the information in this document. This document: (a) is for informational 

purposes only, (b) represents current practices, which are subject to change without notice, 

and (c) does not create any commitments or assurances from Amazon.com Services LLC 

(Amazon) and its affiliates, suppliers, or licensors. Amazon Selling Partner API (including 

Marketplace Web Services (Amazon MWS)) products or services are provided “as is” without 

warranties, representations, or conditions of any kind, whether express or implied. The 

responsibilities and liabilities of Amazon regarding Amazon Selling Partner API are controlled 

by Amazon’s Selling Partner agreements (including the Amazon Selling Partner Developer 

Agreement or the Amazon Selling Partner License Agreement), and this document is not part 

of, nor does it modify, any agreement between Amazon and any party. 

© 2020 Amazon.com Services LLC or its affiliates. All rights reserved. 
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Data Protection Policy Requirements 
 

Secure Coding Practices1. Developers must not hardcode sensitive credentials in their code, 

including encryption keys, secret access keys, or passwords. Sensitive credentials must not 

be exposed in public code repositories. Developers must maintain separate test and 

production environments. 

Software Development Processes 
 

In the rush to launch a new product, organizations may feel the need to take shortcuts, 

including ‘hardcoding’ sensitive credentials. Hardcoding is the act of saving credentials 

outside of a secure credential store, and includes source code, wikis, documentation, 

spreadsheets, and configuration files. ‘Credentials’ is the term we will use to represent 

passwords, personal identification numbers (PINs), secure shell (SSH) keys, encryption and 

decryption keys, and Amazon MWS secret access keys or tokens. Below is an example of 

hardcoded credentials: 

 

While hardcoding credentials may seem attractive in the development process, it creates 

significant risks in your applications. If a malicious actor can gain access to your codebase, 

they can easily gain access to the credentials. The malicious actor can then access and 

control any resource the credentials are authorized to access.  

For example, if a malicious actor finds your Amazon MWS credentials, they can make API 

calls on your behalf without your permission or knowledge. It is possible that you may never 

know whether an attacker is using your credentials, since it will be difficult to discern 

legitimate and illegitimate access.  

                                                           
1 Clause effective January 1, 2021 
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Rather than hardcoding credentials, Developers should store credentials in a secure 

credential store, such as AWS Secrets Manager. Your application may then call the credential 

store to retrieve the necessary credentials only when they’re needed.  

Selling Partner API Applications  
 

Developers with Selling Partner API (SP-API) applications have a different set of credentials 

to take into account. Since SP-API relies on AWS Identity and Access Management (IAM), 

the AWS IAM role or IAM user used to create your application must be protected as well. 

Similarly, SP-API relies on Login with Amazon (LWA) authorization codes, access tokens, and 

refresh tokens. Developers with hybrid Amazon MWS/SP-API applications will also have an 

MWS authorization token.  

Developers must protect these credentials, as the risks and mitigating actions described in 

this whitepaper apply to them.   

Amazon’s Protections 
 

Amazon continually scans the internet to detect if sensitive credentials like Amazon MWS 

secret access keys are publicly available. When Amazon finds keys on the internet, the 

Information Security team rotates the keys and then informs the key owner. Since keys are 

publicly available, Amazon assumes that an unauthorized party has access to the keys, 

putting the Amazon MWS application owners at risk. Rotating the keys removes the risk, as 

the keys cannot be used to take control of the application. Unfortunately, this means that the 

application owner cannot control the application, either.  

While this process helps protect Amazon MWS applications, it causes significant interruption 

for application owners and their customers. Typically, Amazon MWS Developers don’t realize 

Amazon rotated their keys and they spend valuable time researching the root cause of their 

interruption. It can take days for a Developer to realize that Amazon rotated the keys and 

contacted them via a support case.  

Nevertheless, this is the only mechanism that Amazon has to protect your application. If 

another credential such as a decryption key were to became public, Amazon would not be 

able to disable or rotate the key. An attacker would have the authority to decrypt your 

sensitive information without Amazon’s or your Developer’s awareness.  

The best way to avoid such stressful interruptions in your business is to avoid hardcoding 

your credentials. 
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Best Practices for Handling Credentials 
 

Layers of Protection 
 

Credentials must be protected in a secure credential store. A credential store helps users 

protect secrets needed to access applications, services, and IT resources. Using a credential 

store allows users to have a single repository of all secrets, allowing for easier management 

to protect, rotate, manage, and use secrets across applications, services, and other protected 

resources.  

Since a single credential store might store all of your secrets, it is imperative that the 

credential store is protected. This can be achieved by limiting access to the credential store to 

only the people and resources that require it, encrypting the contents with strong encryption 

algorithms, and robust logging, monitoring, alerting that will enable rapid incident response.   

Key Rotation 

A best practice is to assume that your credentials will be exposed eventually. Mitigate this 

assumed risk by establishing a key rotation schedule. Scheduled key rotation reduces the 

window of time that a compromised credential can be used by unauthorized users. Key 

rotation is usually prompted by specific actions, such as the key holder relinquishing their 

need-to-know role, or the length of time that a key has been in service. We recommend 

automatically rotating keys at least every 180 days.  

Maintain Private Code Repositories 

Further protect your credentials and sensitive assets by maintaining private code repositories. 

A public repository exposes your code to the world, making it available to competitors and 

attackers alike. This presents a significant risk of exposing your company’s normal operations. 

For this reason, we recommend augmenting the recommendation in this whitepaper by 

ensuring that your repositories remain private. Note, that this is to further protect your assets. 

A private repository will not fully protect your credentials and is not a substitute for 

implementing the recommendations in this whitepaper.  

Developers who use GitHub as their primary code repository hosting service should see 

Setting repository visibility in GitHub’s documentation to learn how to make their repositories 

private. Leverage built-in features in these services, including automatic code scanning to 

detect credentials and encrypting secrets natively.   

https://s3.amazonaws.com/amazonservicesstatic.com/whitepapers/en_US/protecting-mws-applications-data-encryption.pdf
https://s3.amazonaws.com/amazonservicesstatic.com/whitepapers/en_US/protecting-mws-applications-data-encryption.pdf
https://s3.amazonaws.com/amazonservicesstatic.com/whitepapers/en_US/protecting-mws-applications-logging-and-monitoring.pdf
https://s3.amazonaws.com/amazonservicesstatic.com/whitepapers/en_US/protecting-mws-applications-incident-response.pdf
https://docs.github.com/en/free-pro-team@latest/github/administering-a-repository/setting-repository-visibility
https://docs.github.com/en/free-pro-team@latest/github/finding-security-vulnerabilities-and-errors-in-your-code/automatically-scanning-your-code-for-vulnerabilities-and-errors
https://docs.github.com/en/free-pro-team@latest/github/finding-security-vulnerabilities-and-errors-in-your-code/automatically-scanning-your-code-for-vulnerabilities-and-errors
https://docs.github.com/en/free-pro-team@latest/actions/reference/encrypted-secrets
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Guidance for Amazon Web Services (AWS) Customers 
 

The following is guidance crafted by Nathan Case, an AWS Security Strategist, who advises 

AWS customers on protecting their credentials. Although this is tailored to AWS customers, 

customers of other cloud providers or Developers with an on-premise environment can 

leverage equivalent services to achieve the same goal. 

When you build applications on AWS, you can use AWS IAM roles to deliver temporary, 
short-lived credentials for calling AWS services. However, some applications require 
longer-lived credentials, such as database passwords or other API keys. If this is the 
case, you should never hard code these secrets in the application or store them in 
source code. 

You can use AWS Secrets Manager to control the information in your application. 
Secrets Manager allows you to rotate, manage, and retrieve database credentials, API 
keys, and other secrets through their lifecycle. Users and applications can retrieve 
secrets with a call to Secrets Manager APIs, eliminating the need to hard code sensitive 
information in plain text. 

You should also learn how to use AWS IAM roles for applications running on Amazon 
EC2. Also, for best results, learn how to securely provide database credentials to AWS 
Lambda functions by using AWS Secrets Manager. 

The AWS Secrets Manager documentation presents a basic scenario for using AWS Secrets 
Manager: 

 

https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/blogs/security/how-to-securely-provide-database-credentials-to-lambda-functions-by-using-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-securely-provide-database-credentials-to-lambda-functions-by-using-aws-secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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Other AWS Secrets Manager technical guides and blogs present more complex examples to 

explore for your specific use cases. Below is an example of an application architecture using 

AWS Secrets Manager client-side caching libraries to improve availability and latency when 

using the secrets. 

 

Architecture overview: the client-side caching library for Java Database Connectivity (JDBC) operates 

by retrieving secrets from Secrets Manager and providing these to the JDBC driver transparently, 

eliminating the need to hard-code the database user name and password in the connection pooling tool. 

Insights from AWS  
 

This whitepaper began by advising against hardcoding credentials as a shortcut to quickly 

launching a new product. In the AWS e-book Creating a Culture of Security, the author argues 

that security does not need to be arduous or expensive:  

Just as there is no tradeoff between quality and speed, there is no tradeoff between 

security and speed. Interestingly, by far the great majority of exploits could be stopped by 

simple security hygiene. Today’s good practices provide inexpensive ways to avoid these 

vulnerabilities without slowing down the delivery process or imposing undue burdens on 

users. Security is not fancy, geeky engineering—it’s a matter of following good practices 

as an everyday way of doing business.  

In short, you don’t need to sacrifice security for speed. Integrating security in the software 

development process can result in secure products launched expediently. 

https://d1.awsstatic.com/executive-insights/en_GB/ebook-creating-a-culture-of-security-ukir.pdf


 
 

9 

 

Additional Resources 
 

 Acceptable Use Policy  

 AWS Security Best Practices 

 Creating a Culture of Security 

 Data Protection Policy  

 Encrypt Secrets with GitHub 

 GitHub launches automated code vulnerability scanner for developers 

 Make a GitHub Repository Private 

 Setting Repository Visibility in GitHub 

 Store, Distribute, and Rotate Credentials Secure using AWS Secrets Manager 

 Top 10 Security Items to Improve in Your AWS Account 

 Use AWS Secrets Manager client-side caching libraries to improve the availability and 
latency of using your secrets 
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